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requirements for our system

m \We are interested in using, (not
necessarily developing), the security
approaches that can address our
requirement.







Objectives

ionment to financially manage
earch funding
mpact toi the laboratories
mplete and consistent data to DOE
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m Gain an order of magnitude efficiency in the
propesal submission process

B Provide a safe and trusted environment for
researchers and program managers




§'a safeand trusted

— Program managers have a broad view of research
proposals, and a private view of what they fund

— Lab management has a broad view into work they
manage for their labs

— Unauthorized access to this information must be
prohibited




atien would ideally be based on:
accessor, l.e., a researcher has different

) responsibility, I.e., a group leader can view the
greup’s Wor , a lab director can view the entire lab’s work.

The type or state of information, l.e., a proposal has limited
viewing right, and a funded research is generally public
iInformation

The policy regulating the data, I.e., reorganization changes
access rights
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re'vg;pti_ﬁr?;gg{?f@:unauthorized access will be

stered both remotely and cached locally.

m a wide number of people will have access to the systems
and machines where this information resides

— Java applets will be used to process and transport data

m Is it feasible to provide universal secure access to this
type of data in such an environment?




the Answer?

e

aties appear to be a sound approach to
Bl seme of these issues, however:
exchange a major issue
lficates e easly used for access control?
va be trusted with certificates?

— How much additional processing and cost Is
required to use certificates?




& machines?

need»@to Worry about viruses and

protect ourselves:
ost effiective manor, under $1000 per site?
— Wlthout:undue burden, l.e., booting off cards,
secure reoms, firewalls,...
m Can we maintain a trusted environment
where some participants will be lax with
security?
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— Determining if certificates are the best approach

— Determining 1ff we can ignore physical machine security
ISSUes

m We are open to suggestions and approaches




